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ABSTRACT: There are many fundraising and donation platforms worldwide and yet issues related to extra fees,
accountability, corruption and processing delay still exist. Since there is no transparency of each transaction that
happens after the amount is paid to organization, causing chaos and mistrust issues in the society. In this paper,
we present a succinct survey on blockchain technologies, smart contracts used and covering its problem and
research gap.
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. INTRODUCTION

e Blockchain

A blockchain is an open distributed database (a distributed ledger) that monitors cash, merchandise traded
or transactions on an open decentralized manner. In a conceptual view, the block-chain is a data structure that
consists of time ordered, linked blocks that contain a number of transactions, and each transaction in the public
ledger is verified by consensus from a majority of the participants in the system. Once information is entered into
the blockchain, it cannot be erased.[1] The blockchain allows trust less network, whereby two strangers can perform
secure electronic transactions without trusting each other. In conclusion blockchain technology is very attractive
and useful to overcome the financial also the nonfinancial industry dilemma.

e Smart Contracts

The concepts of smart contract was established by Szabo (1997) 20 years ago[2,3]. The industries have
already moved on to the second generation of blockchain applications which incorporates smart contract,
intellectual property and digitizing asset ownership. The blockchain smart contracts contains scripts that are stored
on the blockchain with a unique address enabling us to easily trace. Decentralized smart contracts has its own
advantages compared to the traditional cryptocurrencies. The advantages like fair exchange, to minimized
interaction among parties and efficiency.

1. BACKGROUND ON BLOCKCHAIN
e Proof Methods

A blockchain is a replicated state machine [4] where a reversed link between blocks is a pointer from a
state to its previous state. [5] Consensus is necessary to totally order the blocks, hence maintaining the chain
structure. To reach consensus, traditional blockchain systems adopted a technique based on proof-of work, requiring
a proof of computation [6]. Miners solve a hashcash crypto puzzle [7] to append a new block to the chain. Given a
block and a threshold, a miner repeatedly(mines) selects a nonce and substitutes a pseudo-random function to this
block and the selected nonce until the obtained result is lower than the threshold. This restricts or limits the rate at
which new blocks can be generated by the network.

However, solving proof-of-work puzzles wastes a significant amount of electricity, i.e., the huge
computing power used to solve the puzzle is wasted unproductively[8]. To save energy, therefore, an alternative
method called the proof-of-stake method was proposed within the Bitcoin community as early as 2011 and Peercoin
[3]was the first cryptocurrency to implement it. In proof-of-work, the probability of mining a block depends on the
work done by the miner. Conversely, the resource of the proof-of-stake is the amount of coins that are held. In order
to successfully complete an attack on the blockchain, an attacker has to control more than 50 percent of the resources
of the entire network (known as a 51% attack). In proof-of-stake, if an attacker tries to gain(monopolize) coins to
control the network, participants will detect it and the value of the coins held will be significantly reduced. This
works as a deterrence against attacks.
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The Ripple consensus algorithm starts with a known set of nodes known to be participating in the consensus[10].
The Unique Node List, (UNL) is a list of public keys meant to be associated with those active (validating) nodes,
the node operator believes are “unique”. [11] Ripple Labs suggests that UNL’s “should have 100+ nodes on them.”

TABLE I. BLOCKCHAIN PLATFORMS [20]
Blockchain Consensus model Proof method Support Permissioned or | Built in
platform smart permission less | crypto-
contracts blockchain currency
NEM Eigen trust Proof of stake No Permissioned None
Blockchain

ERIS Byzantine fault | Proof of work Yes Permission less None

(FOSS) tolerance

ERIS Byzantine fault | Proof of work Yes Permission less None
tolerance

(MONA) PBFT, others can be | Proof of workand | Yes Both can be set | None
implemented proof of stake up

Bluemix Byzantine fault | Proof of work No Permission less Bitcoin

hyper-ledger tolerance

Bitcoin Ripple consensus Unique nodes list | No Permissioned Ripple (XRP)
Algorithm

Ripple Byzantine fault | Proof of Yes Permission less Ether
tolerant Work

e Permissioned and Permissionless blockchain

Distributed Ledger Technologies can be alienated between permission-less and permissioned networks. A
permissioned network limits the number of peers who can access the blockchain and participate in the validation
in contrary to a permission-less network where everyone can contribute in the canonical chain. For instance, Bitcoin
and Ethereum are permission-less blockchains that rely on a Proof-of Work (PoW) consensus[18].

1. BLOCKCHAIN CONSENSUS MODELS

o Eigen trust

An algorithm to decrease the number of downloads of inauthentic files in a peer-to-peer file-sharing
network that assigns each peer a unique global trust value [12], based on the peer’s history of uploads. It’s a
distributed and secure method to compute global trust values, based on Power iteration. By having nodes or peers
use these global trust values to choose the peers from whom they download, the network effectively identifies
corrupt and malicious peers and thus isolates them from the network. In simulations, this reputation system is called
Eigen Trust and has been shown to significantly decrease the number of inauthentic files on the network, even under
a variety of conditions where malicious peers cooperate in an attempt to deliberately monopolize or subvert the
system.

e Byzantine fault tolerance

A reliable computer system must be able to cope with the failure of one or more of its components[13]. A
failed component or node may exhibit a type of behaviour that is often overlooked--namely, sending conflicting or
wrong information to different parts of the system. The problems associated with this type of failure is expressed
abstractly as the Byzantine Generals Problem.
Byzantine-fault-tolerant [BFT], state machine replication algorithm that is safe in distributed asynchronous systems
such as the Internet [14]. It does not rely on any synchrony assumption to provide safety. In particular, it can work
well even in the presence of denial-of-service attacks. Moreover, it guarantees liveness provided message delays
are bounded eventually. The service may temporarily be unable to return replies when a denial-of-service attack is
active but clients are guaranteed to receive replies when the attack ends.

e Practical Byzantine fault tolerance

Practical Byzantine Fault Tolerance (PBFT) as a practical and improved algorithm on BFT works in
asynchronous environments [15] to improve the response time of previous algorithms by more than an order of
magnitude [16] and reduces message complexity on BFT algorithm from the exponential level to polynomial level
for the first time [17]. PBFT as a practical algorithm for state machine replication could tolerate Byzantine faults
and offer both liveness and safety.

V. FINDINGS
Table | gives the summary of various trending blockchain platforms and their capabilities. After studying
these blockchain platforms, we concluded that Ethereum blockchain is most suitable for our platform because
Ethereum can be seen as a transaction-based state machine which can transition between states using
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cryptographically secured transactions. When creating a new state machine node encode rules or criteria that must
be met in order for valid state transition to happen, this information is then merged into blocks and gets uploaded
on the blockchain. This functionality of Ethereum allows us to create automated contracts to be enforced between
our system actors.

V. CONCLUSION AND FUTURE WORK

To conclude, we have proposed a system of philanthropic donation platform that is distributed,
transparent and secure by storing all transaction details on a public blockchain and by creating smart contracts
which is programmed to interact with actors within the blockchain system. By doing this we can help donors,
vendors and donation receivers from all over the world to transact money in a decentralized, transparent, trusted
and secure environment. Furthermore, because the system does not rely on an intermediary to transfer funds, the
speed and cost for handling aid is reduced. In the future, we hope to explore on methods that could verify
transactions much faster. For example, instead of using proof of work we could experiment with other methods
of consensus algorithms such as proof of stake or proof of importance to achieve faster verifications of
transactions.
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